End-to-End Third-Party Risk Due Diligence & Issue
Management

ServiceNow TPRM | Mock Vendor: Mimickme Ltd.
Overview

This project demonstrates an end-to-end Third-Party Risk Management (TPRM) lifecycle
implemented in ServiceNow, covering intake, onboarding, inherent risk assessment, risk-
based external due diligence, issue management, and formal risk closure.

The workflow was executed in a controlled ServiceNow training environment using a mock
vendor and engagement to reflect real-world regulatory and enterprise TPRM expectations.

Business Objective

Enable risk-based onboarding of a third party responsible for processing credit card
information, ensuring that:

e Due diligence is completed before engagement approval

e Risk scoping is proportional to inherent risk

o Control gaps are identified, tracked, and remediated

o All decisions are auditable and defensible

This approach reflects how mature organizations operationalize third-party risk rather than
relying on ad hoc questionnaires or manual reviews.

Scope of Work

Third-party onboarding and engagement creation
Inherent risk questionnaire (IRQ) and tiering
Risk-based triggering of external assessments
Third-party collaboration via secure portal

Issue identification, escalation, remediation, and closure
o Final risk rating and engagement readiness

TPRM Lifecycle Implemented

1. Request Due Diligence (Governed Intake)
A formal due diligence request was initiated through the ServiceNow Employee
Center, ensuring that third-party onboarding could not proceed without risk review
and accountability.
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Third-Party & Engagement Onboarding
The third party and engagement were created and scoped within a managed
onboarding workflow under third-party risk management oversight.
Inherent Risk & Tiering (IRQ)
An inherent risk questionnaire was completed to assess:

o Sensitive data access

o Regulatory exposure

o Operational dependency
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. Attachments

The results determined the risk tier and drove downstream due diligence
requirements.

Risk-Based External Due Diligence

External questionnaires (Security, Privacy, Business Continuity) were system-
triggered based on IRQ responses.

This ensured proportional due diligence rather than a one-size-fits-all approach.
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5. Third-Party Assessment Portal Collaboration
The vendor responded to assessments through the Third-Party Assessment Portal,
improving auditability, reducing email-based risk, and enabling structured
collaboration.

6. Issue Identification & Escalation
A privacy-related control gap was identified during assessment review, resulting in:

o Formal risk issue creation

Defined ownership and priority

Visibility to the third party

Documented rationale and next steps

7. Issue Resolution & Closure
The third party provided clarification and supporting evidence.
The issue was reviewed, accepted, and formally closed with a complete audit trail.
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8. Final Risk Rating & Engagement Readiness
Final third-party and engagement risk ratings were documented with justification,
enabling informed approval and ongoing monitoring aligned to risk.

Framework & Regulatory Mapping
OSFI B-10 (Third-Party Risk Management)
e Pre-engagement due diligence and approval

o Risk-based tiering and proportional controls
e Documented issue remediation and accountability



ISO/IEC 27001

e A.5—Risk Management
e A.15— Supplier Relationships
e Evidence-based control assessment

SOC 2 (Trust Services Criteria)

e CCI1 - Governance
e CC3 — Risk Assessment
e CC7 - Incident & Issue Management

Key Outcomes

o Demonstrated a governed, auditable TPRM workflow

o Applied risk-based decision-making, not checkbox compliance

o Translated regulatory expectations into operational controls

o Showed how GRC tools enable scale, consistency, and defensibility
Tools & Platforms

e ServiceNow Third-Party Risk Management (TPRM)



